IlamsiTKa M0 0€30MACHOCTH B MHTEPHETE

C Kax/1bIM I'0ZIOM MOJIOZIEKH B HHTEPHETE CTAHOBUTHCS 0OJIbIIIE, A IIKOJIBHUKU OJTHH U3 CaMbIX
aKTHBHBIX ITOJIb30BaTesne Pynera. Mexxay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MPOoOIeMbl. DTa NaMsTKa JOJKHA IIOMOYb Tebe 6e301acHo
HaxXOJUTHCS B CETH.

KoMnbroTepHbIE BUPYCHI

KomnproTepHblil BUPYC — 3TO pa3HOBUAHOCTh KOMITBIOTEPHBIX IIPOrpaMM, OTJIIMYUTEIIbHON
0COOEHHOCTBIO KOTOPOM SIBJISIETCS] CIOCOOHOCTD K pa3MHOXEHHIO. B 1omosiHeHue K 3TOMY,
BUPYCBI MOT'YT IOBPEUTH WM NOJHOCTHIO YHUUTOXKHUTH BCE (ailibl U TaHHbIE,
IOJIKOHTPOJIbHBIE TI0JIB30BATEI0, OT UMEHU KOTOPOTro Oblila 3amylieHa 3apakEHHas Iporpamma,
a TaKk)Ke MOBPEIUTh WIH AaXKEe YHUUTOXKHUThH ONEPALIMOHHYIO CUCTEMY CO BCeMH (ailiiamu B
11eJ10M. B OonbIIMHCTBE CllydaeB paclpoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX IPOrpamMm:

e Hcnonb3yii COBpeMEHHbIE ONIEPALIMOHHBIE CUCTEMbI, UMEIOIIINE CEPbE3HBIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOrPAMM;

o IlocrostHHO ycTanaBnMBaii mauTH (HUGPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHaBJIMBAIOTCS C LEJIbIO JOPAOTKU MPOrpaMMBbl) U Jpyrue OOHOBJIEHUS CBOEH
OTIepaIMOHHON cucTeMbl. CKauMBai UX TOJIBKO ¢ OQHUIMAILHOTO caiiTa pa3padoTynKa
OC. Ecnu cyuiecTByeT peKUM aBTOMAaTHUYE€CKOTO OOHOBIJIEHUS, BKJIIOUH €T0;

e PaloTaii Ha cBOEM KOMITIbIOTEpE MO/ IPaBaMU I0JIb30BaTENsl, & HE aIMUHUCTPATOpa. ITO
HE M103BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX POrPaMM MHCTAJIIMPOBATHCS HA TBOEM
[IEPCOHAIIBHOM KOMIIBIOTEPE;

e Hcnonb3yii aHTUBUPYCHBIE IPOIPAMMHBIE ITPOLYKThI U3BECTHBIX IIPOU3BOJUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

e Orpanuub GU3NUECKUH TOCTYI K KOMIBIOTEPY AJIsl HOCTOPOHHUX JIUIL;

e Ucnonb3yii BHEUIHNE HOCUTENN UH(POPMAIIUH, TaKHE Kak (UIelKa, JUCK U (ails u3
UHTEPHETA, TOJIbKO U3 MPO(EePEHHBIX HCTOUHUKOB;

e He oTkpsiBail KOMIBIOTEpHBIE (ailibl, TOJTYYEHHbIE U3 HEHAIEXKHBIX HCTOUHUKOB. Jlaxke
Te (aiisbl, KOTOpBIE MpUCIIAT TBOM 3HaKOMBIN. Jlydiie yTOYHM y Hero, OTIpaBJIsii U OH
Tebe ux.

Ceru WI-FI

Wi-Fi — 370 He Bua mepeiaun JaHHBIX, HE TEXHOIIOTHS, & BCETo JIUIIb OpeH I, Mapka. Ere B
1991 rony Huaepnanackas kommnanus 3aperucrpuponana opena « WECA», uro o6o3Hauano
cioBocouetanue «Wireless Fidelity», KoTopblif mepeBoaANTCS Kak «OecIpoBOIHAS TOYHOCTDY.
Jlo Hamero BpeMeHH AoIuIa Ipyras ab0peBuaTypa, KoTopas sSBJSIETCS TAKOU )K€ TEXHOJIOTUEH.
Ot1o abbpeBuarypa «Wi-Fi». Takoe Ha3BaHUE ObUIO 1aHO C HAMEKOM Ha CTaHJapT BHICIINN
3BykoBoi#l TexHuku Hi-Fi, uTo B mepeBoie 03Ha4aeT «BbICOKAsI TOYHOCTHY.

Ja, 6ecruiaTHBI MHTEPHET-IOCTYI B Kade, OTEeNAX U adporopTax ABISIETCS OTIMYHON
BO3MO>KHOCTBIO BbIX0/1a B MHTEpHET. HO MHOTHE 3KCIIEPThI CYUTAIOT, YTO 00Ie10CTyIHbIE Wi-

Fi cetu He saBnsAroTCS OE30II1aCHBIMMU.

CoBeTsl 10 6e30macHOCTH padoTe B 00menocTynubIx cersax Wi-fi:
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e He nepenasaii coro inunyto nadopmanuio uepes odmenocrynasie Wi-Fi cetu. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH MApOJIH JOCTYIIA, JOTHHBI U KAKHE-TO HOMEpa;

o Hcnonp3yii 1 0OHOBIIAN aHTUBUPYCHBIE IPOTpaMMBbI U Opanamayep. TeM caMbIM ThI
o0e3omacuiib cedsi OT 3aKauyKU BUpyca Ha TBOE YCTPOMCTBO;

o IIpu ucnons3oBanun Wi-Fi otxiroun pynkiuio «O0mwmii qoctyn K daitnam u
npuntepam». JlanHas GyHKIUS 3aKpbITa [0 YMOJTYaHHIO, OJHAKO HEKOTOphIE
N0JIb30BATEIH AaKTUBUPYIOT €€ /1715 y100CTBa HCIIOIb30BaHuUs B paboTe mim y4eoe;

e He ucnonb3yii myosmunbsii WI-FI 11t mepenaun JIMYHBIX JaHHBIX, HAPUMED IS
BBIX0/Ia B COIIMAJIBHBIC CETH UJIH B AJIEKTPOHHYIO MOYTY;

e Hnonp3yii TobKO 3amuiieHHoe coeaquuenne uepe3 HTTPS, a ne HTTP, T.e. npu nHabope
BeO-apeca BBOAM UMEHHO «https://»;

e B MoOwipHOM Tenedone otkmoun pyHkuuto «llogkmouenne k Wi-Fi aBTomatraeckm.
He nomyckait aBTOMaTH4ecKkoro MoAKI0YeHns ycTpoiicTa k cetam Wi-Fi 6e3 TBoero
coryiacus.

CoumaabHbIC CETH

ConmanbHbIe CETH aKTUBHO BXOJIAT B HAIILY KU3Hb, MHOTHUE JIFOJM PAa0OTAIOT U JKUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3aperucTpupoBan MUJUIAAP/T YESIIOBEK, UTO SIBISICTCS OJTHON
CEeIbMO BCeX JKUTENCH TIaHeThl. MHOTHE MOJIb30BaTeM HE TOHUMAIOT, YTO HH(POPMAIHS,
pPasMCIICHHAaA UMW B COOUAJTIBHBIX CCTAX, MOXKCT OBITH HaﬁHeHa " UCII0JIb30BaHa KEM yroaHo, B
TOM YHCJIC HE 0053aTeNIbHO ¢ OJIariMK HaMEPEHHUSIMHU.

OcHOBHBIE COBETHI 10 0€3011aCHOCTH B CoIMaJbHBIX CETHAX:

e OrpaHuyb CIHUCOK JIpy3ei. ¥ TeOs B APY3bsAX HE JOJKHO OBITH CIIy4allHbIX U
HE3HAKOMBIX JIIOJCH;

e 3ammail cBOIO YacTHYIO ku3Hb. He yka3piBaii mapoinu, TenedoHsl, agpeca, 1aTy TBOETO
POXJIEHUS U JAPYTYIO JUYHYI0 HHPOPMALIKIO. 37I0YMBIIIJIEHHUKHA MOTYT UCIIOJIb30BaTh
Jake HH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTEINN TUIAHUPYETE MPOBECTH KAaHUKYIIbI,

e 3anmiuail cBOIO penmyTaiu — JIEpXKH ee B UUCTOTE U 3a7aBail ceOe BOIpoc: XOoTel Obl
ThI, YTOOBI APYTHE MOJIB30BATENN BUJIENH, UTO ThI 3arpyskaeuib? [logymail, mpexae yem
YTO-TO OMYOJMKOBATh, HAIIUCATh U 3arPY3UTh;

o Eciu TbI TOBOPHILB C JIOJIbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIB3YH CBOE PEAIBHOE UM U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U ITpoYee;

o U30erait pazmenienus ¢portorpaduii B IHTepHETE, T11€ THI M300paKe€H HA MECTHOCTH, 10
KOTOPOH MOXHO OIIPENEIUTH TBOE MECTOINOJIOKEHHUE;

e [Ilpu perucrpanuu B cCOUMaNbHON CETH HEOOXOIUMO HUCIIOJIb30BATh CIOKHBIE TAPOIIH,
cocToslIre u3 OykB U IM(pP U ¢ KOJIUIECTBOM 3HAKOB HE MeHee §;

e JIns conmanbHOM CeTH, IOYTHI U IPYTUX CAaiTOB HEOOXOAMMO HCIOIb30BaTh pa3HbIE
naposu. Toraa ecnu Te0s B3710MAIOT, TO 3I0YMBIIIJIEHHUKH TOJIYYaT AOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DIIEKTPOHHEIE AEHBIU

SHCKTpOHHLIC JACHbBI'M — 3TO OYCHb yIlO6HBIfI CII0co0 HnaTemeﬁ, OIHAaKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH OTU ACHBI'U.

ONEeKTPOHHBIE IEHbI' MOSIBUIIMCH COBCEM HEJTABHO M UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyapcTBax 0 CUX IOp HE IPONUCAHO PO HUX B 3akoHax. B Poccuu sxe onn
(GYHKIIMOHUPYIOT U O HUX YK€ ITPOIKCAHO B 3aKOHE, T/Ie UX Pa3JeNsaoT Ha HECKOJIbKO BUJIOB —
AQHOHMMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX
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pa3pemiacTCsa MpoOBOAUTL OIICpaAllUA 0e3 I/II[CHTI/I(l)I/IKaI_II/II/I I1I0JIB30BAaTC/IA, 4 B HCAHOHHMMHBIX
I/I,I[CHTI/I(l)I/IKaI_[I/II/I MOJIb30BaTENA SIBIIETCA 00I3aTEILHOM.

Taxxe cneayeT pa3nuyarh 1EKTPOHHBIE (hHaTHBIEC JEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM )
U 3JICKTPOHHbIE He(UATHBIEC ACHBI'H (HE paBHBI TOCY/IaPCTBEHHBIM BAIIOTAM).

OcHoBHBIE cOBeThI 10 0e30nacHoil padoTe ¢ 3JIEKTPOHHBIMH 1eHbIAMM:

e [IpuBsbku kK cueTy MOOMIBHBIN TeeoH. DTO caMblil YAOOHBIN M OBICTPBINA CITOCOO
BOCCTaHOBUTH JIOCTYII K c4ery. [IpuBs3aHHbIi TenedoH MOMOXKET, €cliu 3a0y/Iellb CBOI
IJIATEXKHBIN [1apOJIb WU 3alIelIb HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

e Hcnonp3yii omHOpa3oBbie mapoiu. [locie nmepexona Ha YCUIICHHYIO aBTOPU3AIIHIO TeOe
yke He OyIeT yrpoXKaTh OMaCHOCTh Kpa)KH WJIM MIepexBaTa IIaTEeKHOIO mapoJis;

o BriOepu cnoxusiii naposs. [Ipectynaukam OyAeT He MPOCTO yralaTh CIOKHBIN Mapoib.
HanexxHbie mapoian — 3T0 Mapoiiu, KOTOPbIE COJepKaT He MEHee 8 3HaKOB U BKIIIOUYAIOT
B ce0sI CTPOYHBIC U MPOTUCHBIC OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TAKUE KaK 3HAK
noJuiapa, pyHTa, BOCKJIMIATENbHBIN 3HaK | T.1. Hampumep, $tROng!;;

e He BBOIM CBOM JINUHBIC TaHHBIC HA CAlTaX, KOTOPBHIM HE JJOBEPSICIIIb.

DJIeKTPOHHA [10YTAa

DJNEKTPOHHAs IOYTa — 3TO TEXHOJIOTHUS U MPEAOCTABIISIEMbIE €0 YCIYTH 110 NEPECHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOPBIE PACTIPEACISIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AJIEKTPOHHBIN OYTOBBIH SIIUK BBINIAIUT CAEAYIOLIUM 00pa3oM:
uMs_TIOJIb30BaTeNnsa(@umsi_noMeHa. Takke Kpome nepeayu mpocToro TeKCTa, UMeeTcst
BO3MOKHOCTb TIepe1aBaTh (panibl.

OcHoBHBIE COBETHI 10 0e30MacHOI padoTe ¢ JIEKTPOHHOM MOYTOM:

e Hapo BeIOpaTh NMpaBHIIbHBIN MTOYTOBBIN CEPBUC. B HHTEpHETE €CTh OrPOMHBIN BEIOOD
OecryIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIIE TOBEPSITh TEM, KOTO 3HAEIIb U KTO
IIEPBBII B PEUTHUHTE;

o He yxa3biBaii B 1nyHOM noure 1nuHyto uHGopmanuto. Hanpumep, nydine BeIOpath
«My3bIKaNbHBIN _(paHaT@» win «pok2013» BMecTo «remal3»;

e Ucnonp3yii IBYyX3TamHy0 aBTOPU3AIMI0. DTO KOTa TOMUMO MAapoJisi HY>KHO BBOJIUTH
KO/, IpHUChIIaeMblii 1o SMS;

e Bribepu cioxxHbIN 1aposb. I KaX10T0 MOYTOBOTO SAIIUKA T0JHKEH OBITh CBOM
HAJCKHBINM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

o Ecin ecTh BO3MOKHOCTb HAIIMCAaTh CAMOMY CBOW JIMYHBIN BOIIPOC, UCIIOIB3YH ATy
BO3MOKHOCTB;

o lcnosb3yil HECKOJIBKO MOYTOBBIX SIUKOB. [IepBbIi 11l 4aCTHON NEPENMCKH C
azipecaTamMH, KOTOPBIM ThI IOBEPSIEIIb. JTO IEKTPOHHBINA apec HE HAJI0 UCIIOJIb30BAaTh
IIpU perucTpanuu Ha popymax u carax;

o He oTtkpsiBail (aiiiasl u qpyrue BIOKEHHS B MMCbMAaXx J1aXe €CJIM OHU MPUIIIH OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIIPABIISUIN T OHU TeOe 3TH (ailiibl;

o Ilocne okoHuaHus pabOThI HAa TOYTOBOM CEpPBHUCE MEpe]] 3aKPHITHEM BKIIAJIKH C CAUTOM
He 3a0y/b HaKkaTh Ha «BbIATH.

KubepOyiivHr Wi BUPTYAIBHOE U3JIEBATENLCTBO
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KubepOymnuHTr — mpecienoBaHue COOOIMIEHUSIMU, COJIEPKAIMME OCKOPOJICHHSI, arpeCcCHIO,
3aITyrUBaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-
CEpPBHUCOB.

OcHoBHbBIE coBeThI 10 0opble ¢ KndepOyJIMHIOM:

e He Opocaiics B 60ii. JIyummmii crmoco0: TOCOBETOBATHCS Kak ce0si BECTH |, €CJIH HET TOTO,
K KOMY MOHO 00paTUThCS, TO BHaYalle yCIIOKOUThCS. Eciu Thl HauHelb 0TBE4aTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;

e VYmparisii cBOCH KuOGeppernyTauen;

e AHOHUMHOCTH B ceTH MHUMast. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32
AHOHMMHBIM aKKayHTOM;

o He crout Bectn Xynuranckuii 00pa3 BUPTyaJIbHOM xHU3HH. IHTEpHET QUKCHpYET BCe
TBOM JICUCTBUS U COXPaHSAET UX. Y AATUTh UX OyAeT KpaiiHe 3aTPpyAHUTEIBHO;

e Co0mromaii cBOi BUPTYAIBHYIO Y€CTh CMOJIONY;

e Urnopupyit enuHuyHbIlA HeratuB. OHOPa30BbIE OCKOPOUTETHHBIE COOOIIEHUS JTy4Ilie
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpanaeTcs Ha HauajabHOU CTaauu;

o ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COITUAIbHBIX
CeTAX €CTh BO3MOXXHOCTH OJIOKUPOBKHM OTIPABKH COOOLICHUH C ONPEACTICHHBIX a/IPECOB;

e Ecnu 11 cBUAeTens kubepOymmunra. TBoU NEeHCTBUS: BHICTYUTH IPOTUB
IIpecie10BaTelsl, I0Ka3aTh €My, YTO €ro JIEHCTBUS OLICHUBAIOTCS] HETaTUBHO,
MOJJIEPKATh KEPTBY, KOTOPOM HY>KHA IICUXOJIOTHYECKask TOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCHBHOTO TIOBE/ICHUS B CETH.

MoOunbHBIA TeaedhOoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEPKAT B ce0e BIOJIHE B3POCIbI (DYHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIoTEpamMu. OHAKO, CPENICTB
3alIMTHI I TOJJOOHBIX YCTPOMCTB MOKA OYEHb Mallo. TecTupoBaHKE U TIOUCK YSI3BUMOCTEH B
HUX IMMPOUCXOOUT HEC TaAK MHTCHCUBHO, KaK JJI HK, TO K€ CaMO€ KacaeTcsl 1 MOOMIILHBIX
npunoxkeHnid. CoBpeMeHHbIe MOOUITbHBIE Opay3ephl y:Ke IPaKTHUECKU JOTHAIIM HACTOJIbHBIC
aHaJIOTH, OJIHAKO pacHIMpeHne PyHKIIMOHAIA BICUET 3a COO0H OOJBIITYIO CIOKHOCTH U
MEHBIIIYIO 3alUIIEHHOCTh. [laneko He Bce MPOU3BOAUTEH BBITYCKAIOT OOHOBIICHUS,
3aKpPbIBAIOIIUEC KPUTHICCKUC YA3BUMOCTHU JIsI CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /151 0€30IaCHOCTH MOOHJILHOI0 Te.]'le(l)OHa:

o Huuero He sBnseTCSA Mo-HacTosIIEMY OecIaTHBIM. bysib ocTOpoXeH, Beib Korja Tede
npeJiararT OecryiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUe-TO IUIaTHbIE
YCIIyTH;

e Jlymaii, mpexzae ueMm otnpaBuTh SMS, ¢poTo unu Buaeo. Thl TOUHO 3HaEIIb, I/I€ OHU
OyAyT B KOHEUHOM UTOTe?

e Heo0xonuMo 0OHOBIIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

o Vcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI JJ11 MOOMIIBHBIX TeIe()OHOB;

e He 3arpyxail npunoxeHust OT HEM3BECTHOTO HCTOYHUKA, BE€b OHU MOTYT COJIEP’KaTh
BPEIOHOCHOE ITPOrPaMMHOE 00ECIIEUEHHE;

o [Ilocne Toro xak Thl BBIIICIIB C caliTa, IJie BBOAWI JIUYHYIO HH(OPMALINIO, 3ali1U B
HacTpoWKHU Opaysepa u yaanu cookies;

o Ilepuonuyecku npoBepsiii Kakue MIaTHBIE YCIYyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

o JlaBaii cBOif HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JOASIM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEpsielIb;
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e Bluetooth qomken ObITH BBEIKITIOYEH, KOTIa ThI UM HE MOJIb3yelibes. He 3a0biBail nHOT 1A
IPOBEPSATH 3TO.

Online urpet

CoBpeMeHHbIE OHJIAH-UIPBIl — 3TO KPAaCOYHbIE, 3aXBAThIBAIOIME Pa3BICUCHMsI, 00bEIUHSIIOIINE
COTHH ThICSY YEJIOBEK 10 BceMy Mupy. rpoku uccieayoT JaHHbIH UM MHp, OOIIAI0TCS IPYT ©
JIPYTOM, BBIIIOJIHAIOT 3a1aHUs, CPAYKAIOTCSA C MOHCTPAMH U IIOJIy4alOT OMBIT. 3a YAOBOJIbCTBHE
OHH TUIATAT: MOKYMAIOT TUCK, OIUIAYMBAIOT ADOHEMEHT MJIH MIPHOOPETAIOT KaKUEe-TO OIIIINH.

Bce aTu cpenctBa uayT Ha MojiepKaHue U pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30IacHOCTb:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIC MaT4H (IIU(POBHIE 3aIUTATKH
JUTSI IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTHU CEpBEPOB. B moJ00HBIX UTpax CTOUT omacaThCs HE
CTOJIbKO CBOMX COIIEPHHUKOB, CKOJIbKO KPayKU TBOETO M1AapOJIsi, HA KOTOPOM OCHOBAaHA CUCTEMA
aBTOpHU3ALUU OOJBIIMHCTBA UTP.

OcHOBHbBIE COBETHI 110 0€301aCHOCTH TBOET0 UI'POBOI0 aKKayHTa:

o Ecnu npyroit urpok Bezet ceds MI0X0 WK Co3/1aeT Tebe HENPHUATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

o Tloxanmyiicst aIMUHUCTPAaTOPaM UI'PhI HA IUIOXOE MOBEJEHUE ITOT0 UTPOKA, XKEJIATEIBHO
IPUIOKUTH KaKHE-TO JI0Ka3aTeNbCTBa B BUJI€ CKPUHOB;

o He yka3bIBaii nuunyro nHbOpMaLKIO B Ipodaiise urpsr,

e VYBaxall ApyruX y4aCTHUKOB II0 UTPE;

o He ycranaBnuBaii HeoumaibHble TATYU U MOJIBI;

o Hcnoub3yii c10KHBIE U Pa3HBIE MAPOIIH;

e Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJIKOYAaTh aHTUBUPYC. [Ioka Tl Urpaenis, TBOI
KOMIIBIOTEP MOT'YT 3apa3uUTh.

DUIMHT WK KpaXka TUYHBIX JaHHBIX

OObI4HOI KpaXkel JIeHer U IOKyMEHTOB CeTOIHS YK€ HUKOT0 He yAUBHIIIb, HO C pa3BUTHEM
UHTEPHET-TEXHOJIOTHIA 3JI0YMBIIUICHHUKA TIEPEMECTHIINCH B MHTEPHET, U TIPOIOJDKAIOT
3aHUMAThCS WIHOOMMBIMY J1e710M. Tak mosiBUIach HOBAs yrpo3a: MHTEPHET-MOLIEHHUYECTBA MU
(UIIMHT, TIaBHAS [ENIb KOTOPOTO COCTOHT B TIOJTYYEHHUH KOH(DUICHIINAIBHBIX TAHHBIX
NoJIb30BaTeNel — JIOTMHOB U naposieid. Ha anrauiickom si3bike phishing unraercs kak GpUIIMHT
(ot fishing — peIOHas moBIIsA, password — mapoJib).

OcHoBHbIE coBeThI 10 0opbie ¢ GUIIMHIOM:

o Cnenu 3a cBOUM akKayHTOM. Eciu Thl oJ103peBaeliib, 4TO TBOSI aHKETa Oblja B3JIOMaHa,
TO HE0OXO0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTH a]MUHUCTPATOpPaM pecypca 00 3TOM Kak
MOXHO CKOpEE;

o Hcnonp3yii 6e3onacHbIe BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3nHOB U TIOUCKOBBIX
CHCTEM;

e Ucnonb3yii cinoxHbIe U pa3Hble Naposu. Takum o0pa3oM, eciiu TeOst B3I1OMAKOT, TO
37I0YMBIIIJICHHUKH MTOJTy4aT JOCTYI TOJBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO
BCEM;

o Ecnu te6s B3omanu, To HEOOXOAMMO MPERYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE
no0aBIieHBI y T€OS B IPY3bsIX, O TOM, YTO T€OS B3JIOMAIH H, BO3MOXHO, OT TBOETO HMEHH
OyZeT pacchUIaThCs CllaM M CChUIKU Ha (DUIIIMHTOBBIE CAMTHI,

e VYcranosu HajexHbIN naposb (PIN) Ha MoOGMIBHBIN TenedoH;
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e OTKIIOYM COXpaHEHUE MapoJist B Opaysepe;
e He otkpsiBaii ¢aiinbl 1 Ipyrue BIOKEHUS B MUChMaX Jake €CJIM OHH MPUIILTH OT TBOMX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiibr;

Hudposas penyranus

[udposas pemyTanus — 3TO HEraTUBHAS WIIM MO3UTHBHAS MHPOPMALIUS B CETH O TeOe.
Kommpomerupytommas nadopmanys pa3MenieHHas B ”HTEPHETE MOXKET CEPbe3HBIM 00pa3oM
OTpa3uThCs Ha TBOCH peanbHOM xu3Hu. «LludpoBas pemyranus» — 3TO TBOH UMHJIK, KOTOPBIA
dopmupyercs n3z uHGpopManuu o Tede B MHTEpHETe. TBOE MECTO JKUTEIbCTBA, y4eObl, TBOE
(uHAHCOBOE TIOJIOKEHUE, OCOOSHHOCTH XapaKTepa U PacCKas3bl O OJIM3KHUX — BCE ATO
HaKaIIuBaeTCs B CETH.

MHorue moJIpoCTKH JETKOMBICIIEHHO OTHOCATCS K MTYOJUKAIIMK THYHONW HHPOPMALIUU B
HuTepHeTe, He MOHMMAast BO3MOXKHBIX NOCIEeNCTBUM. ThI 1a)ke He CMOKEIb 10TaJaThCsl O TOM,
4yTo (poTorpadus, pazmenieHHas 5 JeT Ha3ad, CTaja MPUUYMHON 0TKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pazmenieHie TBoux Gororpaduii u qpyrue 1eiCTBUS MOTYT HE HCUYE3HYTH JTaXKe
[I0CJI€ TOTO, KaK Thl MX yJanulllb. Thl HE 3HaCIllb, KTO COXPaHUJI 3Ty HH(POPMALIKIO, TIoNaa JIn
OHa B TIOMCKOBBIE CUCTEMBI U COXPAHUIIACH JIU OHA, & IJIABHOE: YTO IOJYMAIOT O Tebe
OKpY’Kalolllee JI0/I1, KOTOpble HAWAYT U yBUIAT 3T0. Hailtu nHpopMalnio MHOro JIeT ciycTs
CMOJKET JIF000 — Kak U3 10OpBIX NOOYXKACHUM, TaK U C HAMEPEHUEM IIPUUYUHUTD Bpel. ITO
MOYET OBITh KTO YI'OJHO.

OcHoBHBIE COBeTHI 110 3a1uTe NM(ppPoBoIl penmyTanuu:

o Tlogymaii, mpexie 4eM 4TO-TO IyOJMKOBATh U TIepeaaBaTh y ceOs B OJiore uiu B
COIIMAJIbHOM CEeTH;

e B Hacrpoiikax mpoduis yCTaHOBH OTpaHUYCHHUS HA TIPOCMOTP TBOETO MIPOMHUIIS U €T0
COJIEPKUMOTO, C/IeIall €ro TOJIBKO «IUIsl IpY3en»;

e He pa3memniaii u He yka3biBail HHYOPMAIHIO, KOTOPAsk MOKET KOro-IM00 OCKOPOJISITh I
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE ITKOJIbHUKU— aKTUBHBIE M0JIb30BaTENN IIU(PPOBOro npocrpancTBa. OgHaKo
JTAJIEKO HE BCE 3HAIOT, YTO M0JIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIM(PpOBOro Mupa TpedyeT
COOJIIOJIEHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMUH «WHTEIEKTyalbHasi COOCTBEHHOCTbY» OTHOCUTCS K PAa3JIMYHBIM TBOPEHUSM
4eJI0BEYECKOI0 yMa, HauMHasi C HOBBIX U300pETeHUH 1 3HaKOB, 0003HAYAIOLINX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTHU , U 3aKaH4YMBasi KHUTaMu, poTorpadusiMu, KHHOPUIbMaMU U
MY3bIKaJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE IpaBa — 3TO MPaBa Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS HAyKH,
JUTEpaTyphl U UCKyCcCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B KAU€CTBE FApaHTUU TOTO, UYTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/ET HallpacHbIM, AaCT €My CIIpaBeIMBbIE
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysibTaTaX CBOEro TPyAa, MOJYUYUTh U3BECTHOCTh U IIPU3HAHHUE.
Huxkro 6e3 pa3pemieHust aBTopa He MOXKET BOCIIPOM3BOAUTE €T0 MPOU3BEIACHUE, pAaCIPOCTPAHSTh,
MyOJIMYHO IEMOHCTPUPOBATH, PO/IaBaTh, UMIOPTHUPOBATH, IIyCKaTh B MPOKAT, ITYOJIUIHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHATh B 3pUpe UK pa3meniats B IHTepHeTe.
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Vcnonb30BaHue «ITHPATCKOTO» MIPOrPAMMHOTO 00€CIIeYeHUsI MOXKET IPUBECTH K MHOTUM
pHCKaM: OT MOTEPH JAAHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKHU TBOETO YCTPOICTBa, I1ie
YCTAaHOBJICHHBIH HE JierajgbHas mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYIIECTBYET
nerajbHbIe U OeCIUIaTHBIE MPOTrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

Il CeteBU4OK.p( — TBOH TJIaBHBIN COBETYHMK B CETU. 3/1€Ch THl MOXKEIIIb Y3HAThH O
0€30MacCHOCTH B CETH MOHSTHBIM U JJOCTYITHBIM SI3bIKOM, a IPY BO3HUKHOBEHUU KPUTUUYECKON
CUTYallMu OOPaTUTHCA 32 COBETOM.

Opranuzarop npoekra — «bior mkoiapHOrO BeesHaiikmy www.e-parta.ru Mapopmannonso-
MIO3HABATEJIBHBIN MOPTAI IS IIOJPOCTKOB.

ITpu nonnepxku HIT «JIura 6e3onacHoro maTepHera», ['ocynapcrtsennas JJyma PO u Coser
Oenepannu PO. [Ipoext nMeeT MONOKUTENBHOE IKCIIEPTHOE 3aKI0YeHne MuHucrepcrsa

oOpa3oBaHus u Hayku PO.

IlepeliTu Ha nopTai
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